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Onobpen
CoBerom Denepanun
19 urons 2017 roma

Cratbsa 1. Cdepa aencreus Hactosiwero ®eneparnbHOro 3akoHa

Hacrosimuit @enepanbHblil 3aKOH PETyIUPYET OTHOIIEHUSI B 00JacTH oOecrieueHus: 0e301MacHOCTH
KpUTHYEeCKON MHPOpMaMOHHONW HHPpacTpyKTypbl Poccuiickoit denepannu (J1anee Takxe - KpUTHUECKast
nH(popMaloHHasi UHOPACTPYKTYpa) B LEISIX €€ YCTOMUMBOTO (PYHKIIMOHUPOBAHUS MPU MPOBEAECHUU B
OTHOILIEHNUH €€ KOMITBIOTEPHBIX aTaK.

Crtatbs 2. OCHOBHbIe NMOHATUS, UCNONb3yeMble B HacTosiweM PeaepanbHOM 3aKOHe

I[J'IH LeIe HacCTOSIIEro @enepanbﬂoro 3aKOHa UCITOJIB3YKOTCA CICAYIOINE OCHOBHBIC ITOHATHS:

1)  aBTOMaTu3MpoOBaHHAasT  CUCTeMa  yNpaBICHUS -  KOMIUIEKC  IPOrpaMMHBIX U
IPOrpaMMHO-aINapaTHBIX CPEACTB, MPEIHA3HAYEHHBIX JUIS KOHTPOJI 3a TEXHOJOTMYECKHMM M (WJIH)
MIPOU3BOJICTBEHHBIM 000pYZAOBaHUEM (MCHOJHUTENBHBIMU YCTPONCTBAMH) M TMPOU3BOJAUMBIMH HMH
nporeccamMu, a TAKKe JJIs YIpaBJIeHUs TAKUMH 000pyIOBaHUEM M MTPOLIECCaMU,

2) 6e30macHOCTh KPUTHUECKON HMH(OpMAIMOHHOW MHPPACTPYKTYPHI - COCTOSHUE 3allUIIEHHOCTH
KPUTHYECKON MH(POPMALIMOHHOM UHPPACTPYKTYPHI, obecrieunBarolee ee YCTOMYHBOE
(GYHKIIMOHUPOBAHKE MIPH NMPOBEICHNUHU B OTHOIIIEHUHU €€ KOMITbIOTEPHBIX aTaK;

3) 3HAUUMBIA OOBEKT KPUTUYECKOH MH(POPMALMOHHOM MHOPACTPYKTYpHI - OOBEKT KPUTHUECKOM
nH(OPMAaLIMOHHONH MHPPACTPYKTYphI, KOTOPOMY IPHUCBOEHA OJHA U3 KaTErOpHil 3HAYMMOCTU M KOTOPBIH
BKJIIOYEH B PEECTP 3HAUUMBIX 0OBEKTOB KPUTHUECKOW HHPOPMALIMOHHON HHPPACTPYKTYPHI;

4) KOMNBIOTEpHAs araka - IEJCHANPAaBICHHOE BO3JCHCTBHE TPOTPAMMHBIX U  (WIH)
MIPOrPaMMHO-AMIAPATHBIX CPEJCTB HA 0OBEKTH KPUTHIECKOW MH(POPMAIIMOHHOW HHPPACTPYKTYPHI, CETH
ANEKTPOCBSI3U, UCIIOIb3YyEMbIE JUIsl OpTraHU3aI[MU B3aUMOJICHCTBHUS TaKMX OOBEKTOB, B LIESAX HapyIICHUS
u (wim) mpekpamieHus uX (QYHKIMOHMpOBaHWS ©  (WJIM) CO3JAHHUS Yrpo3bl  OE30MaCHOCTH
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o0pabaTbIBaeMOil TaKUMU 00BbEKTaMHU HH(pOpMAIH;

5) KOMIBIOTEPHBIH HMHIHUACHT - (pakT HapymieHus W (WiM) TpeKpameHus (GyHKIIMOHHUPOBAHUS
00BEKTa KPUTHYECKOH WH(POPMAIMOHHONW WHQPPACTPYKTYPHI, CETH SJEKTPOCBSI3HM, HCIOIB3yeMOH s
OpraHU3alKy B3aMMOJICUCTBUS TaKMX OOBEKTOB, M (WJIM) HapylleHHus Oe30omacHOCTH oOpabaThiBaeMoOu
TakKuM 00beKTOM MH(OPMAIIH, B TOM YKCIIE IPOU3OIICANINI B pE3ylIbTaTe KOMITBIOTEPHOHN aTaKH;

6) KpuTHYecKas WH(pOpMaIMOHHAs HH(PACTPYKTypa - OOBEKThl KPUTHYCCKOW HH(DOPMAIIMOHHON
HHOPACTPYKTYPBI, & TAKKE CETH IICKTPOCBS3H, UCIIOIB3YEMBIC JUISl OPraHU3alUN B3aUMOJICHCTBHS TaKUX
00BEKTOB;

7) OOBEKTHI KPUTHYECKOW HH(POPMALMOHHON HH(PPACTPYKTYpPHI - HWH(OPMAIMOHHBIE CHUCTEMBI,
MH(POPMALIMOHHO-TEJIEKOMMYHUKAIIUOHHbIE ~ CETH, AaBTOMAaTU3UPOBAaHHbIE CUCTEMBl  yIpaBJICHUS
CYOBEKTOB KPUTHIECKOH NH(OPMAIIMOHHON HHPACTPYKTYPHI;

8) CyOBeKThl KpUTHUECKOW HH(POPMALMOHHON HH(PACTPYKTYyphl - TOCYIapCTBEHHbIE OPIaHBbI,
rOCy/lapCTBEHHbIE ~ YUPEKICHMS, POCCUICKHME IOpUAMYECKHE JMia M (WIM) HWHAWBHUIyaJIbHbIE
IpeINpUHUMATENN, KOTOPbIM Ha INpaBe COOCTBEHHOCTH, apeH/bl MJIM Ha MHOM 3aKOHHOM OCHOBAaHUU
NpUHAAIEKAT  MHPOPMAIMOHHBIE  CHUCTEMBI,  HH(POPMALMOHHO-TEJICKOMMYHUKAIIMOHHBIE  CETH,
aBTOMAaTU3MPOBAHHBIE CHUCTEMbI YIIpaBleHHs, (PyHKIHMOHUpYIOIIUE B chepe 3ApaBOOXpAHEHUS, HAYKH,
TPAaHCIOPTa, CBS3HM, JHEPreTUKH, OAHKOBCKOM cdepe M WHBIX cdepax (PUHAHCOBOTO pHIHKA,
TOIUIMBHO-PHEPreTUUECKOr0  KOMIUIEKca, B~ 00JacTd  aTOMHOW  SHEpruH, 00OpOHHOM,
PaKeTHO-KOCMUYECKOM, TOpHOAOOBIBAIOIIEH, METaNTypruueckodl M XHMHUYECKOW MPOMBIIIJIEHHOCTH,
poccuiickue I0puIudecKue Juna 1 (WIM) WHAWBUAYAIbHbIE MPEANPUHUMATENN, KOTOPble 00ecIIeYrBaoT
B3aUMOJICHICTBUE YKA3aHHBIX CUCTEM WJIM CETEH.

Cratba 3. [paBoBoe perynupoBaHuMe OTHOWEHUA B obnactu obGecne4vyeHus
6e30nacHOCTU KPUTNYECKON MH(DPOPMALIMOHHON UH(PACTPYKTYPbI

1. OrtHomenuss B oOmactu oOecneueHUst O€30MacCHOCTH KPUTHUYECKOW HH(POPMALMOHHON
uH(QpacTpyKTypsl peryinupyrorcs B cooTBercTBuM ¢ Koncrutyuuedr Poccuiickoin  ®enepanuu,
OOIIEeNpPU3HAHHBIMU TNPUHIKIIAMH W HOPMaMH MEXAYHApOJHOIo TNpaBa, HacTtosmuM @DenepanbHbIM
3aKOHOM, JpYrMMH (eaepaqbHbIMU 3aKOHaMHU M TNPUHUMAeMbIMH B COOTBETCTBUM C HHMMM HHBIMH
HOPMAaTHBHBIMH IIPABOBBIMU AKTaMHU.

2. OcobenHocty mnpuMeHeHus Hacrosimero ®denepanbHOro 3akoHa K CETAM CBS3U OOILEro
II0JIb30BaHus onpenenstorcss PenepanbHbiM 3akoHOM oT 7 utonsa 2003 roma N 126-®03 "O cBasu" u
IIPUHUMAEMBIMHU B COOTBETCTBUU C HUM HOPMAaTHUBHBIMH MPAaBOBBIMU akTamMu Poccuiickoit denepanumn.

CraTtba 4. NpuHUUNbI obecneyeHns 6e30NaCHOCTU KPUTUYECKON MHOPMaLMOHHOMN
MH(paCcTPyKTypbI

[TpuniunamMu  obecnieueHust 0€30MACHOCTH KPUTUYECKOM HHPOPMALMOHHOM HHEGPACTPYKTYPHI
SIBJISIFOTCSL:

1) 3aKOHHOCTB;

2) HEMPEPBIBHOCTh M KOMILJIEKCHOCTh Oo0ecredeHus1 0€30MacHOCTH KPUTHIECKON MH(POPMAITMOHHOM
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UHPPACTPYKTYPHI, JOCTUTAEMbIE B TOM YHUCIIE 332 CYET B3aUMOJICHCTBHUS YIOIHOMOYCHHBIX (hesiepabHbIX
OpPraHOB UCIOJHUTENIbHOM BJIACTH U CYOBEKTOB KPUTHUYECKON HH(GOPMAIIMOHHON HHPPACTPYKTYPHI;

3) npuopUTET NPENOTBPAIIECHNS KOMIIBIOTEPHBIX aTakK.

Cratba 5. locypnapcTtBeHHass cuctemMa OOHapyXeHuUsi, npeaynpexneHusa wu
NUKBMAAUMM NOCNeACTBMA KOMMbLIOTEPHbIX aTak Ha UWHGOPMaUUOHHbIe pecypCbl
Poccuinckon ®enepauum

1. T'ocymapcTBeHHas cuctemMa OOHAapyKEHUs, NPEIYNPEKICHUS U JUMKBUAALUU IIOCIEACTBUN
KOMIIBIOTEPHBIX aTak Ha HHQpOpManuoHHble pecypchl Poccuiickoit denepanuu npexncraBiseT coOoi
€AVHBI  TEPPUTOPHAIIBHO  PACHpPENEICHHBIM  KOMIUIEKC, BKIIOYAIOIIMM CWIBI M CPEICTBA,
IpeJHa3HauYeHHbIE JUIsl OOHAPY)KEHUs, NMPENyNPEeKICHUS U JMKBUJIALMU MOCIEICTBUI KOMIBIOTEPHBIX
aTak M pearupoBaHMs Ha KOMIBIOTEPHbIE HHIMJACHTBL. B 1ensx Hacrosmen craTbl IMOJ
uHpopMalMOHHBIMU pecypcamu Poccuiickoit dexepanyuu noHUMaroTcss WHGOPMALMOHHBIE CHCTEMBI,
MH(POPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIE CETH W aBTOMATH3MPOBAHHBIC CHUCTEMBI YIPABJICHUS,
Haxojsmuecs Ha teppuropun Poccuiickoit ®denepannu, B IUINIOMATUYECKUX IIPEICTAaBUTENBCTBAX U
(unn) KOHCYNIbCKUX yupexaeHusx Poccuiickoit denepanuu.

2. K CujiaM, IMPCAHA3HAYCHHBIM JJIA 06Hapy>1<eHI/151, NpeaynpexKACHUus U JIMKBUAAIUN HOCJ'IG,Z[CTBI/Iﬁ
KOMIIBIOTCPHBIX aTaK U PCarupoBaHus Ha KOMIIBIOTCPHBIC MHIIUACHTBI, OTHOCATCA:

1) monpasneneHuss W JOJDKHOCTHBIE JHIA (elepalbHOr0 OpraHa HUCIHOJIHHUTENbHOM BIIACTH,
YIOJHOMOYEHHOTO B o0nactu obOecrnieueHuss (DPYHKIMOHUPOBAHUS TOCYJapCTBEHHOW CHCTEMBI
OOHapyXeHMs, TNpeAyNpexkIeHUs W  JUKBUAALUM  MOCIEJICTBHM  KOMIBIOTEPHBIX  aTak Ha
nH(popmanroHHsle pecypcsl Poccuiickoit denepannu;

2) opranu3anusi, co3aBaemMast peepaibHbIM OPraHOM HCIIOJIHUTEIBHON BIIACTH, YIIOJIHOMOYEHHBIM
B obmactu obecrnieueHuss  (QYHKIMOHUPOBAHUS  TOCYJApCTBEHHOM  CUCTEMBI  OOHapy)KEHHS,
NPENYNpPexaAeHUs U JMKBUIALMKM MOCIEICTBUI KOMIBIOTEPHBIX aTak Ha HMH(OPMAIMOHHBIE PECYpCHI
Poccuiickoit ®enepanuu, ans oOecrneyeHUs KOOPIMHALUU JEATEIbHOCTH CYyOBEKTOB KpPUTHYECKOU
MHGOPMALIMOHHON HHOPACTPYKTYphl MO BONpPOCaM OOHAPYXEHUS, NPEAYNPEKICHUS U JUKBUAALUU
MOCTICICTBMI KOMITBIOTEPHBIX aTaK M pearupoBaHHsi HAa KOMIBIOTEpHBIE WHIMICHTHI (Jayee -
HalMOHAJIBHBIA KOOPIMHALIMOHHBIM LIEHTP MO KOMITBIOTEPHBIM MHIIMJIEHTaM);

3) mnoxpazneneHus U JIOJDKHOCTHBIE JiMLA CYOBEKTOB KPUTHYECKOHW HHGOpMAaLMOHHON
UHOPACTPYKTYpPHI, KOTOpbIE MPUHUMAIOT Y4acTHEe B OOHAPYXEHWMH, NMPEAYNPESKICHUH U JUKBUAALUU
MOCJIEACTBUI KOMITBIOTEPHBIX aTaK U B pearnpoBaHUM HAa KOMIIbIOTEPHbBIE HHIIUICHTHI.

3. CpencrBamu, TIpenHa3HAYEHHBIMH Il OOHApYXKEHHs, TPENyNpeKIeHUS W JUKBUAALUU
MOCJIEACTBUIM KOMITBIOTEPHBIX aTaK M pEearupoBaHUs Ha KOMIIBIOTEPHBIE WHIUACHTHI, SBISAIOTCA
TEXHUYECKHe, MPOrpaMMHbIE, MPOTrpaMMHO-aNMNapaTHble U WHBIE CPeICTBa Uil OOHApyXeHHs (B TOM
qycie IS TOMCKAa MPU3HAKOB KOMITBIOTEPHBIX aTaK B CETSX JJIEKTPOCBSI3U, HCIOIb3YEMbIX IS
OpraHu3ali  B3aMMOJEHCTBHS OOBEKTOB KPUTHUECKOW HWHGPOPMALMOHHON MHQPACTPYKTYpHI),
MpEeNyNpexICHNs, JTUKBUIALUU MOCIEACTBUI KOMIBIOTEPHBIX aTak U (wiM) obMeHa uHopMaluen,
HEOOXOAUMOW CyObEeKTaM KpPUTHYECKOH HWH(POPMAIIMOHHOW HWHQPPACTPYKTYphl TNpH OOHAPYKEHHUHU,
IpEeIYNpexAeHUN U (WIN) TUKBUAALMY ITOCIEACTBUI KOMIIBIOTEPHBIX aTakK, a TAaKke KpunTorpapuieckue
CpezCTBa 3aIIUTHI TaKOW HH(POPMALIUH.
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4. HauroHaJIbHBII KOOPAMHALMOHHBIN LIEHTP 110 KOMIIBIOTEPHBIM MHIIUIEHTAM OCYILECTBISET CBOIO
JesTeIbHOCTh B COOTBETCTBUU C MOJIOKEHUEM, YTBEPKIAEMbIM (heiepanbHbIM OpraHOM MCIIOJHUTEIbHOM
BJIACTH, YIOJIHOMOYEHHBIM B oOyiacTH obecrieueHHs] (PyHKIMOHUPOBAHHUS TOCYIAPCTBEHHOH CHUCTEMBI
OOHapyXeHMsl, MNpEeAyNpeKIeHUs W  JUKBUAALMU  IOCICACTBUI  KOMIBIOTEPHBIX  aTak Ha
uHpopManroHHble pecypcsl Poccuiickoit @enepannu.

5. B rocyaapcTBeHHOH cucTeMe OOHApYXEHMs, NPEAYNpPEXIEeHUS WM JMKBUAALUU IOCIEACTBUN
KOMIIBIOTEPHBIX aTak Ha WH(pOpManuoHHbIE pecypchl Poccuiickoit denepannu ocymecTBisoTcs coop,
HaKOIUICHHE, CHUCTEMaTHU3alusi U aHajau3 MH(OpMaIM, KOTOpas IMOCTYNaeT B JAaHHYIO CHUCTEMY uepes3
CpeAcTBa, MpeNHA3HAUYCHHBIC /IS OOHAPYXKEHUSA, NPEAYNPEKICHUS U JHUKBHIAIMH MOCIEICTBHMA
KOMIIBIOTEPHBIX ~ aTak, MH(OpManmuu, KOTOpas MpeACTaBIseTcs  CyObeKTaMH  KPUTHYECKOH
WHPOPMAIMOHHON  WMHPPACTPYKTYpel H  (efepadbHbIM  OpPraHOM  HCIOJHHUTEIBHON  BJACTH,
YIIOJIHOMOYEHHBIM B o0OjacTu  obOecneuyeHUs O€30HaCHOCTH  KPUTHUYECKOW  MH(OpMAIMOHHOMN
uHpacTpykTypsl Poccuiickoit dexepannu, B COOTBETCTBUU C NEpeYHEM WH(GOpPMAIMKA U B TOPSIKE,
orpenenseMbIMu  (eiepaJbHbIM OPraHOM HCIIOJIHUTENIHOW BJIACTH, YIOJIHOMOYEHHBIM B OO0JIaCTH
obecriedeHrs (PYHKIIMOHUPOBAHHS TOCYIApPCTBEHHOW CHUCTEMBl OOHApPYXEHHsS, TPEIYNPEKICHUS H
JUKBUAALMU TIOCIEACTBUI KOMIBIOTEPHBIX aTak Ha MH(OpMaluMoHHble pecypcbl Poccuiickoit
Qenepanuu, a TaKke WHPOPMALWHU, KOTOpask MOXKET NPEACTABIATHCS WHBIMH HE SBISIOMIMMUCS
CyObeKTaMH KPUTHUYECKOM HH(OpMAIMOHHONM HH(PACTPYKTyphl OpraHaMd M OpraHU3alUsSIMH, B TOM
YKCJIe THOCTPAHHBIMU M MEKIYHAPOHBIMU.

6. ®enepanbHbI OpraH MCHOJHUTEIBHON BJIACTH, YINOJHOMOUYEHHBIH B 00jacTu obecredeHus
(YHKIIMOHUPOBAHUSI TOCYAApCTBEHHOM CHUCTEMBbl OOHApYXKEHUS, NPENYNPEeKICHUS U JIMKBUAALUU
MOCJIE/ICTBUIM KOMITBIOTEPHBIX aTak Ha MH(popMaIMOHHbIE pecypchbl Poccuiickoit denepaninu, opraHusyeT
B YCTaHOBJIEHHOM MM MOpsiike oOMeH nH(popMalueld 0 KOMIBIOTEPHBIX MHIIMIEHTaX MEXKIY CyObEeKTaMU
KpUTHYECKOH HMH(DOPMAIMOHHOW HMH(PACTPYKTYphl, a TakkKe MeXIy CyObeKTaMH KpPUTHYECKOMH
MH(OPMALIMOHHOW HMHQPACTPYKTYpPHl U YIOJIHOMOYEHHBIMH OpraHaMM MHOCTPAHHBIX TOCYJapCTB,
MEXIYHAPOAHBIMHA, MEXIYHAPOIHBIMU HENPABUTEILCTBEHHBIMU OpPraHU3alUs MU U WHOCTPAHHBIMU
OpraHM3alMsIMH, OCYLIECTBIISIONIMMH JI€ATEIbHOCTh B OOJACTH pearupoBaHMsl Ha KOMIIbIOTEpPHBIE
VHIIHAIECHTHI.

7. IlpenocraBienne U3 rocyaapCTBEHHON cUCTEMbI OOHAPYKEHHUSI, TPEAYIPEKACHUS U JINKBUAALNN
MOCTIEe/ICTBUIM KOMITBIOTEPHBIX aTak Ha MH(opMairoHHbe pecypchl Poccuiickoit denepanyu cBeeHuH,
COCTaBJISIIOUIMX TOCYAApCTBEHHYIO JIHOO HMHYIO OXpaHSEMYyI0 3aKOHOM TaiHy, OCYILECTBISETCS B
COOTBETCTBHHU C 3aKOHOAATeNbCTBOM Poccuniickoit denepanuu.

Cratba 6. [MMonHomounsa [lpeampgeHTta Poccunckon Pepepaumm U oOpraHos
rocynapctBeHHon Bnactu Poccunckon @Pepepaumm B obnactm obecne4veHus
6e3onacHOCTM KpuTUYeCcKom nHhopmaLmoHHON MHPACTPYKTYPbI

1. IIpesunent Poccuiickoit denepanuu onpenenser:

1) ocHOBHbBIE HAmNpaBlIEHUS TOCYAAPCTBEHHOW MOJHMTUKH B 00yiacTH oOecriedyeHus Oe30MacHOCTU
KpUTHYECKON MH(POPMALITMOHHOW HHPPACTPYKTYPHI;

2) (denepanbHBIA OpraH HMCHOJHUTEIHHON BJIACTH, YIOJHOMOYEHHBIH B 00JacTH OOECTICUCHHS
0e30macHOCTH KpUTHYeCKON MH(pOpMamoHHONW HHPpacTpykTypbl Poccuiickoit denepannu;
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3) ¢denepanbHbIii OpraH MCHOJIHUTEIBHOW BIIACTH, YHNOJHOMOYECHHBIM B 00JacTu oOecredyeHus
(GYHKLIIMOHMPOBAHUS TOCYIAapCTBEHHOW CHCTEMbl OOHApY)KEHUs, MPEeayNpeKACHUs M JUKBUAALUU
MOCTIEICTBUI KOMIBIOTEPHBIX aTak Ha HHPOpMalMoHHbIe pecypchl Poccuiickoii @enepanum;

4) mopsAIOK CO3AaHMSI U 3a/layl TOCYIapCTBEHHOW CHCTEMbl OOHApyXKeHHs, IMPEIyNpexIeHUs U
JTUKBHUJIAIIUU TIOCJCICTBUN KOMIBIOTEPHBIX aTak Ha WHGOPMAIMOHHBIE pecypchl Poccuiickoit
denepanuu.

2. IlpaBurensctBO Poccuiickoit denepaiinu ycraHaBIUBAECT:

1) mokazaTrend  KpPUTEPUEB  3HAYUMOCTH  OOBEKTOB  KPUTHYECKOW  HMH(OpPMALMOHHOU
UHPPACTPYKTYPHI H UX 3HAYCHUS, a TAKXKE MOPSAAOK U CPOKH OCYIIECTBIICHUS UX KaTETOPUPOBAHNUS;

2) nopsAAOK OCYIIECTBICHUS IOCYIapCTBEHHOI'O KOHTPOJIs B objacTu obecrieueHust 6€301acHOCTH
3HAYMMBIX 00BEKTOB KPUTHUECKOH HH(OPMAITMOHHON HHPACTPYKTYPHI;

3) MOpAIOK MOATOTOBKA M HCIIOJNIB30BAHMSI PECYpPCOB €IMHOM CETH 3IeKTpOocBs3u Poccuiickoit
®enepanyu i odecrieyeHust QYHKIIMOHUPOBAHHS 3HAYMMBIX 00BEKTOB KPUTHIECKOH MH()OPMAITHOHHOMH

UH(PACTPYKTYPHI.

3. denepanbHBIA OpPraH WCIOTHUTEIBLHOW BJIACTH, YIOJHOMOYCHHBIH B 001acTH oOecredeHus
0€30MacHOCTH KpUTHYECKOW NH(OpMallMOHHON HHPpacTpyKTyphl Poccuiickoit denepannu:

1) BHOCHUT NpEAJIOKEHHS O COBEPIICHCTBOBAHWM HOPMATHBHO-IIPABOBOTO pPETYJIHPOBAHMS B
obnactu oOecrieueHHs: OE30MACHOCTH KpPUTHYECKOM HMH(OpMalMOHHOM HHGppacTpykTypsl [Ipe3uaeHty
Poccuiickoit ®enepanuu u (mnn) B [IpaBurensctBo Poccuiickoit denepannu;

2) yTBep)KAaeT MOPSIOK BEIEHUS peecTpa 3HAYUMBIX OOBEKTOB KPUTHUECKOW HMH(POPMAIMOHHOM
UH(QPaACTPYKTYpHI U BEAET JaHHBIN pPEecTp;

3) yrBepxkaaeT GpopMy HampaBlIEHHs] CBEJCHUN O pe3yabTaTax MPUCBOCHUS OOBEKTY KPUTHUECKOH
MH(OPMALIMOHHONW HH(PACTPYKTyphl OJHOW M3 KaTeropuil 3HAYUMOCTH JMOO 00 OTCYTCTBHH
HE00XO0AMMOCTH MPUCBOEHUS €MY OJIHOM M3 TaKUX KaTeropui;

4) ycTtaHaBIMBaeT TpeOOBaHUS MO 00ECTICUeHUIO 0€30MACHOCTH 3HAYUMBIX 0OBEKTOB KPUTHUECKOM
MH(OPMAIMOHHOM UHPPACTPYKTYPbI (TpeGoBaHus 1o o0ecreYeHn o 0e30macHOCTH
WH(POPMAIIMOHHO-TEIIEKOMMYHUKAITHOHHBIX CETEH, KOTOPHIM MPHCBOEHA O[HA M3 KaTeTOPUI 3HAYNMOCTH
¥ KOTOpPbIE BKJIIOUEHBI B PEECTP 3HAUUMBIX 00BEKTOB KPUTUUECKOH MH(POPMAITMOHHONW HHPPACTPYKTYPHI,
YCTQHABJIIMBAIOTCS 1O  COTJACOBAaHHWIO C  (elepalbHBIM OpPraHOM  HWCIOJHHUTENBHOW  BIIACTH,
OCYLIECTBISIONIMM (YHKIMM 1O BbIpAaOOTKE U peaju3ald TOCYlIapCTBEHHOW TOJUTUKUA U
HOPMATHBHO-TIPABOBOMY PETYJIHPOBAHUIO B OOJACTH CBSI3M), a TaKKe TPEOOBAHUS K CO3JIAHHIO CHCTEM
0€30MacHOCTH TaKUX O0BEKTOB U 00ECIEeUeHUI0 UX (PYHKIIMOHUPOBAaHUS (B OaHKOBCKOH cdepe U B MHBIX
cdepax GUHAHCOBOTO PHIHKA YCTAHABIMBACT yYKAa3aHHBIC TPEOOBAHMS 11O COTJIACOBAHMIO C LIeHTpambHBIM
6ankom Poccuiickoit denepanun);

5) OCyHIECTBISIET TOCYAPCTBEHHBIN KOHTPOJIh B 00JacTH oOecredeHus: 0€30mMacHOCTH 3HAYMMBIX
OOBEKTOB KPUTHUYECKOW HH(GOPMAIIMOHHON HWHQPPACTPYKTYpbl, a Takke yTBepkaaeT (opMmy axra
MIPOBEPKHU, COCTABIISIEMOTO 10 UTOTaM MPOBEIEHUS YKa3aHHOTO KOHTPOJIS.
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4. ®enepalibHBI OpraH HWCIOJHUTEIBHON BIACTH, YIOJHOMOYEHHBIM B 00JAaCTH 0OecredeHUs
(GYHKIIMOHUPOBAHUSI TOCYAAPCTBEHHOM CHUCTEMBI OOHApYXKEHUS, NPEAYNPEKICHUS U JIMKBUAALUU
MOCIICAICTBHI KOMITBIOTEPHBIX aTak Ha HH(opMamoHHbIe pecypcehl Poccuiickoit @enepanum:

1) BHOCHUT MNpEAJIOKEHHS O COBEPIICHCTBOBAHUU HOPMATHBHO-IIPABOBOTO PETYIUPOBAHUS B
obmactu obecrieueHHss OE30MACHOCTH KPUTUYECKOH HMH(MOpMAIMOHHON HHGpacTpyKTypsl lIpe3uaeHty
Poccutickoit ®eneparuu u (nin) B [IpaBurensctBo Poccutickoit denepanyu;

2) co31acT HaHHOHaHBHBIfI KOOpILI/IHaI_II/IOHHBIf/'I LHCHTP IO KOMIIBIOTCPHBIM HWHOUACHTAM U
YTBEPXKAACT ITOJTOKEHUEC O HEM;

3) KOOPIUHHUPYET ACATEIBHOCTh CyOBEKTOB KPUTUYECKON MH(POPMAIIMOHHONW WHPPACTPYKTYPHI 11O
BONPOCaM OOHApyKEHHs, TNPEIYNPekKICHUS M JMKBUIAUUH TOCIEACTBHA KOMIIBIOTEPHBIX aTaKk H
pearupoBaHHs HAa KOMITBIOTEPHBIC UHIIM/ICHTHI,

4) opraHu3yeT ¥ TPOBOJUT OLEHKY O€30MacCHOCTH KPUTHYECKOH HMH(OPMALMOHHOM
UHPPACTPYKTYPHI;

5) ompenenser mnepeueHb WHGOPMALMK, NPEACTABISIEMONM B TOCYAApCTBEHHYIO CHCTEMY
OOHapyKCHHsI, TPEAYNPEKACHUS W  JIMKBUAAIMHA  TOCIEACTBHA  KOMIBIOTEPHBIX  aTaKk  Ha
uHpopmanoHHble pecypcebl Poccuiickoit denepanyu, 1 mOpsI0K ee NpeCTaBICHUS;

6) yTBepkmaeT MOpsAoK WHGOpMUpOBaHUS (eaepalbHOTO0 OpraHa HCIOJHUTEIBLHOM BJIACTH,
YIIOJIHOMOYEHHOTO0 B obOyacTu  obecniedeHUs] (YHKIMOHUPOBAHUS TOCYAAPCTBEHHOM  CHCTEMBbI
OOHapyXXeHHs, TPEAYNPEKICHUs W  JHUKBUAAUN  TOCICICTBHA  KOMIBIOTEPHBIX  aTrak Ha
uHpopManroHHbIe pecypcsl Poccuiickoit denepaiinu, 0 KOMIbIOTEPHBIX MHIUIACHTAX, pearupoBaHus Ha
HUX, TIPUHITHS MEp IO JUKBUJAINN TIOCIEACTBUN KOMITBIOTEPHBIX aTaK, NMPOBEICHHBIX B OTHOIICHUH
3HaYMMBbIX 0OBEKTOB KPUTHUECKON MHPOPMALMOHHON MH(pacTPYKTyphl (B OaHKOBCKON cepe 1 B HHBIX
cepax (UHAHCOBOTO pPHIHKA YTBEPXKIACT YKa3aHHBIA IMOPSAIOK IO COTNIacOBaHWIO ¢ lleHTpanbHBIM
6ankoM Poccuiickoit denepanun);

7) yTBEpKAaeT Mopsiiok oOMeHa nHpopmanyed 0 KOMIbIOTEPHBIX HHIUAEHTaX MEXAY CyObeKTaMu
KpUTHYECKON MH(POPMALMOHHON MHPACTPYKTYPBI, MEXIY CYyOBEKTAMU KPUTHUECKOW HH(OPMAILIMOHHOMN
UH(QPACTPYKTYphl U YIOJHOMOYEHHBIMH OpraHaMH MHOCTPAHHBIX TOCYIapCTB, MEXKIYHAPOJIHBIMH,
MEXIYHapOAHBIMU HENPABUTEIbCTBEHHBIMU OPTraHM3allUsIMM W WHOCTPAaHHBIMU  OpraHU3alUsIMU,
OCYILIECTBISIOUMMH JIEATEIbHOCTh B O0JIACTH pearpoBaHUs Ha KOMIIBIOTEPHbIE MHIIMJIEHTHI, a TaKkKe
MOPSOK TOJTYYEHUsI CyOBEKTaMH KPUTHUECKOW MH(POPMALMOHHOM HMHQPPACTPYKTYpbl MH(MOPMAIMH O
CpeacTBaX M croco0ax MpPOBEIEHUS KOMIIBIOTEPHBIX aTak M O METOoJaX HUX MPEeaynpexIeHus Hu
oOHapy KEeHHUS,

8) opraHuzyeT YCTaHOBKY Ha 3HAQUYUMBIX OOBEKTaX KPUTHYECKON  HWHGOPMAIIMOHHON
UHOPACTPYKTYPHI U B CETAX DIIEKTPOCBSI3HU, UCIOIB3YEMBIX ISl OPTaHU3AIMH B3aUMOICUCTBUS 00BEKTOB
KpUTHYECKOW HWH(GOPMAIIMOHHON HMH(PPACTPYKTYPHI, CPEACTB, NPEIHA3HAYCHHBIX JII OOHAPY>KEHWS,
NpEeAYNPEXKACHHUS U TUKBUAALNY TOCIEICTBUNA KOMIIBIOTEPHBIX aTaK U pEarupoBaHUsl HA KOMITbIOTEPHbIE
WHIIAJICHTHI;

9) ycranaBmuBaer TpeOOBaHMSA K CpEACTBaM, NPEAHA3HAYCHHBIM JUIsI  OOHApyXEHHMS,
IIPENYNPEXACHNS U JIMKBUIALUHU TIOCIEACTBUA KOMITBIOTEPHBIX aTaK U PearnpoBaHMs HA KOMIIbIOTEPHBIC
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WHITAICHTHI,

10) yTBepkHaeT TMOPSIOK, TEXHUYECKHUE YCJIOBUS YCTAHOBKM U OKCIUTyaTalldd CPEJCTB,
MpeIHA3HAYEHHBIX JJIsi OOHAPYKCHHUSI, IPEAYIPEKACHUS U JTUKBUIAIUHU TTOCIEICTBUNH KOMIBIOTEPHBIX
aTaK U pearupoBaHMsi HA KOMIIBIOTEPHbIC HHIUACHTHI, 32 UCKIIIOUEHUEM CPEJICTB, MIPEIHA3HAUYCHHBIX IS
MOWICKA TPU3HAKOB KOMIBIOTEPHBIX aTaK B CETSIX JJIEKTPOCBSI3U, HCIIOJIB3YyEeMbIX IS OpPTraHU3AINH
B3aUMOJICHCTBHUS O0BEKTOB KPUTHIECKON MH(DOpMAITMOHHOW MHMPACTPYKTYpPHI (B 0AaHKOBCKOH chepe u B
WHBIX cdepax (UHAHCOBOTO PBHIHKA YTBEPXKIACT YKa3aHHBIC TOPSIAOK U TEXHUYECKHUE YCJIOBHUS IIO
coriacoBanuto ¢ LlenrpansubiM 6ankoM Poccuiickoit denepanun).

5. denepanbHBId OpTaH HCIOJHUTEIHHON BIIACTH, OCYIIECTBISIOMMNA (YHKIHU 1O BBIPAOOTKE U
pea3alnuy rocyAapcTBEHHON MOJUTUKH U HOPMAaTUBHO-TIPABOBOMY PETYIHMPOBAHUIO B 00JACTH CBSI3H,
YTBEPXKJACT 10 COTIACOBAHHIO ¢ (peiepaibHbIM OPTaHOM HCIIOJIHUTEILHON BIIACTH, YIIOJTHOMOYEHHBIM B
obnactu obecrieueHus (HyHKIIMOHUPOBAHUS TOCYJAPCTBEHHOMN CUCTEMBbI OOHAPYXEHUS, TPEIYPEKICHUS
W JIMKBUJAIMHA TIOCIEACTBHIA KOMITBIOTEPHBIX arak Ha WHGOPMAIMOHHBIE pecypchl Poccuiickoit
®denepaunu, MOPsSAOK, TEXHUUECKUE YCIOBUS YCTAHOBKHM W IKCIUTyaTallMM CPEJCTB, IPEIHA3HAYEHHBIX
JUISL TIOMCKA IIPU3HAKOB KOMITBIOTEPHBIX ATAK B CETAX JJIEKTPOCBSA3M, UCIOJIB3YEMBIX JUIS OPraHM3aLUU
B3aMMOJICHCTBUS OOBEKTOB KPUTHYECKON MH(OPMAIITMOHHON HHPPACTPYKTYPHIL.

Cratba 7. KarteropupoBaHMe OOBLEKTOB KPUTUYECKON UHGOpPMaALMUOHHOW
MHJPACTPYKTYpbI

1. KareropupoBanue oOBbEKTa KPUTHUECKOH HH(POPMAIMOHHON HHPPACTPYKTYpPbl MHPEICTABIISET
CcOOOl YCTaHOBJIEHHME COOTBETCTBUS OOBEKTa KPUTHUECKOW HMHPOPMAIMOHHOW HHPPACTPYKTYPHI
KpUTEpUSIM 3HAYUMOCTH M I[IOKa3aTeasiM WX 3HAUYEHUH, MPUCBOCHHE €My OJHOM U3 KaTeropui
3HAYUMOCTH, IPOBEPKY CBEJAEHUI O pe3yibTaTax €€ MPUCBOCHHUS.

2. KateropupoBaHue OCYILECTBIISETCS UCXOAS U3:

1) counanbHON 3HAYMMOCTH, BBIpAXKAIOIIEHCS B OIEHKE BO3MOXHOIO ylepOa, MPUUUHAEMOIO
KU3HU WU 3J0pPOBbIO JIIOEH, BO3MOXKHOCTH TNPEKpAIEHHs] WIM HapylleHUus (QYHKIIMOHUPOBAHUSA
00BEKTOB 0OecIeYeHUs KU3HEACATEIbHOCTH HACEIEHUS, TPAHCIIOPTHOM MH(PACTPYKTYpHI, CETeH CBS3H,
a TaKKe MAKCHMMAJIbHOM BPEMEHHM OTCYTCTBHUS AOCTYNA K IOCYJApCTBEHHOM YCIyre XUl IOJydaTesceu
TaKOW YCIIyTH;

2) NOJUTHYECKONW 3HAYMMOCTH, BBIPAXKAIOLIECICS B OLEHKE BO3MOXKHOTO MPUYMHEHHs yiepOa
nHrepecaM Pocculickont @enepanyu B BOIPOCaX BHYTPEHHEW U BHEIHEW ITOJIUTUKY;

3) PKOHOMHYECKOW 3HAYMMOCTH, BHIPAKAIOMICHCS B OI[CHKE BO3MOXKHOTO NMPUYWHEHHS MPSMOTO U
KOCBEHHOTO yIiepba cyObeKTaM KpUTHUECKOW MH(POPMAlMOHHON MH(PACTPYKTYphl U (WiIn) Or0JKeTaM
Poccuiickoit denepanuu;

4) JKOJIOTHYECKOM 3HAYUMOCTH, Bblpaxca}omei/'lc;{ B OLCHKC YPOBHA BO3JCHCTBUS Ha OKpYZKaromyro
cpeny;

5) 3HauUMMOCTH OOBEKTa KPUTHUECKOM WHGPOPMALMOHHON HHEPACTPYKTYphl A OOecredeHus
00OpOHBI CTpaHbl, 0€30IACHOCTU TOCYAAPCTBA U MPABONOPSAIKA.
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3. YcraHaBIMBAaKOTCS TPU KATETOPUM 3HAYMMOCTH OOBEKTOB KPUTHUYECKOW HH(OPMAIIMOHHON
UH(PACTPYKTYPHI - IEpBasi, BTOpast U TPETHSI.

4. CyObeKThl KpUTHYECKOW HMH(OPMAIIMOHHONH HH(PACTPYKTYphl B COOTBETCTBHH C KPUTEPUSMH
3HaYMMOCTH M IIOKa3aTeJIMHU MX 3HA4eHUH, a TakXKe IOPSIKOM OCYIIECTBIEHHUS KaTeropUpOBaHUS
MPUCBAUBAIOT OJHY M3 KAaTETOPUH 3HAYMMOCTH NMPHHAJUICKALIIM UM Ha MpaBe cOOCTBEHHOCTH, apeHIbI
WIA MHOM 3aKOHHOM OCHOBaHMM OOBEKTaM KPUTHYECKOM HMH(OpMalMOHHON HMHOpacTpykTypbl. Eciu
O00BEKT KPUTHYECKONH MH(OPMAIIMOHHONW HH(PACTPYKTYphl HE COOTBETCTBYET KPHTEPHSIM 3HAYUMOCTH,
[I0Ka3aTessIM 3TUX KPUTEPUEB U UX 3HAUCHUSIM, MY HE IPUCBAUBACTCA HU OJHA U3 TAKUX KaTErOpHi.

5. CmemeHuss 0 pe3yiabTaTax NPUCBOCHUS OOBEKTYy KPUTHUYECKOW HMH(POPMAITMOHHOU
MHOPACTPYKTYPbl OJHON U3 KAaTeropuil 3HaYMMOCTH JHOO0 00 OTCYTCTBUM HEOOXOIMMOCTH NPUCBOEHUS
€My OJHOH M3 TaKuX KaTeropuil CyOBEKTHl KPUTHYECKOW HWH(POPMALMOHHON WHQPPACTPYKTYPHl B
IIMCBMEHHOM BHUJE B JECATUIHEBHBIA CPOK CO JHA IPHUHATHA MMM COOTBETCTBYIOLIEIO pPEIICHHUS
HAmNpaBISIIOT B (pefepasibHBId  OpraH HUCIOJHUTENFHOW BIIACTH, YIOJIHOMOYEHHBIM B 001acTu
obecriedeHnss  0€30MaCHOCTH  KPUTHYECKOH  MHPOpMaLMOHHOW  MHppacTpykTypsl  Poccuiickoii
deneparnyn, 0 yTBEPKIACHHON UM Gopme.

6. ®enepanbHbI OpraH MCIOJHUTEIBHOM BIACTH, YINOJHOMOYEHHBIH B 00JIacTH oOecredeHus
0€30macHOCTH  KPUTHYECKOH wuH(pOpManMOHHONH wuHppacTpykTypsl Poccuiickori ®enepanmu, B
TPUALATUIHEBHBIA CPOK CO [JHS IOJIYYEHMs] CBEICHMH, yKa3aHHBIX B 4YacTH 5 HACTOSILEH CTaTbH,
IIpoBepsieT COOJIOJEHUE NOpSAJKAa OCYILIECTBICHHUS KaTErOpUpPOBAaHUS W IPABUIBHOCTh IPUCBOCHUS
O00BEKTY KPUTHYECKOH HH(OpMAIMOHHOW HHQPPACTPYKTYpbl OAHON M3 KaTeropuil 3HAYUMOCTH JHOO
HEINIPUCBOEHUS €MY HU OJTHOM U3 TaKMX KaTErOpuil.

7. B cnydae, ecnmu CyOBEKTOM KPHUTHYECKOH HHPOPMALMOHHON HH(pacTpyKTyphl cOOIIOAEH
MOPSAZIOK OCYIIECTBIIEHUS KaTErOPUPOBaHUS U MPUHAJIEKAIIEMY €My Ha MpaBe COOCTBEHHOCTH, apEeH/Ibl
WJIA UHOM 3aKOHHOM OCHOBAaHUH OOBEKTY KPUTHUYECKON MH(POPMAIIMOHHON MHPPACTPYKTYpPhI MPABUIILHO
NIPUCBOEHA OJHA U3 KaTeropuil 3HAYUMOCTH, (enepalbHbII OpraH HCIOJHUTEIbHON BIIACTH,
YIIOJIHOMOYEHHBIH B oOysacT  oOecredeHuss O€30MACHOCTH  KpUTHYECKOW  HMH(OpMAIMOHHOMN
uHppacTpykTypsl Poccuiickoit ®enepanuiy, BHOCUT CBEIEHHSI O TaKOM OOBEKTE KPUTUYECKOU
MH(POPMALIMOHHON HMHQPACTPYKTYpBl B PEECTp 3HAUUMBIX OOBEKTOB KPUTHYECKOH HMH(OPMAIIMOHHON
UHQPACTPYKTyphl, O YeM B JIECATUIHEBHBIH CpPOK YyBEAOMJSETCS CYOBEKT KPUTUYECKOU
MH(POPMALMOHHON HHPPACTPYKTYPHI.

8. B ciyuae, ecniu penepaibHBIM OpraHOM HCTIOJHUTEIHLHOM BIIACTH, YITOJHOMOYEHHBIM B 00J1aCTH
obecriedeHuss  0€30MAaCHOCTH  KPUTHYECKOM  HMHPOpMalMOHHOM  HH(pacTpykTypel  Poccuiickoit
@enepanvy, BBIABIECHB HApYIICHUS TMOPSAKA OCYIIECTBIECHUS KaTeropupoBaHHs U (WIHM) OOBEKTY
KpUTHYECKON MHPOPMALMOHHON HHPPACTPYKTYPHI, IPUHAJIekKAIEMY Ha IpaBe COOCTBEHHOCTH, apeHIbI
WIM WHOM 3aKOHHOM OCHOBAaHUM CYOBEKTY KpPUTHUECKOW WHGOPMAIMOHHON HHQPPACTPYKTYpHI,
HEMpPaBUIIBHO NMPHCBOCHA OJIHA M3 KaTerOpHi 3HaYMMOCTH U (WJIM) HEOOOCHOBAHHO HE MPHCBOCHA HU
OJlHa U3 TaKUX Kareropuil u (Wiam) cyObeKTOM KpUTHUECKOH HH(GOPMAMOHHON WHPPACTPYKTYpPHI
IIPE/ICTABICHbl HEMOJIHbIE W (WJIM) HEAOCTOBEPHBIE CBEACHMS O pEe3yJlbTaTax IPHUCBOECHUS TaKOMY
O00BEKTY KPUTUYECKON MH(POPMAIIMOHHON MHPPACTPYKTYpPHI OJHON U3 KaTeropuil 3HaYUMOCTU JHOO 00
OTCYTCTBHMHM HEOOXOJMMOCTH MPHUCBOCHHUS €My OJHOM U3 TakuX Kareropui, ¢eaepaabHbIi Opra
WCIIOJIHUTEJIbHON BIIACTH, YIOJHOMOYEHHBIH B o0iacT obOecrieyeHusi 0€30MacHOCTH KPUTUYECKOU
uHpopManMoHHON wuHppacTpykTypsl Poccuiickoit dexepanuu, B ACCATUAHEBHBIH CPOK CO JHS
MOCTYIUICHUS NIPEJICTABICHHBIX CBEJCHUN BO3BpAIla€T UX B MUCbMEHHOM BHJIE CYOBEKTY KPUTHYECKOM

KOHcyHbTaHTHJIIOC www.consultant.ru Crpanuna 9 u3 17

HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

®enepanbHblii 3akoH 0T 26.07.2017 N 187-03
"O 6e3omacHOCTU KpUTHIECKOU nH(OpMaroHHON HHpacTpyKTypsl Poccuiickoi
Oenepanyun”

JoxkymenT npenoctasien Koncynsrantlmoc
Jara coxpanenus: 01.03.2019

MH(POPMALMOHHON HHPPACTPYKTYPHI C MOTUBUPOBAHHBIM 00OCHOBAaHHUEM IPUYMH BO3BpATa.

9. CyObeKkT KpUTHYECKOWM  MHGOPMAIIMOHHOW  HMH(PPACTPYKTYPHl  TOCIE  IOJTy4YeHUS
MOTHBUPOBAHHOTO 0OOCHOBAaHUS MPUYUH BO3BpATa CBEICHUH, YKa3aHHBIX B YaCTU 5 HACTOSAIICH CTaThH,
He OoJjiee 4yeM B JIECATUAHEBHBIA CPOK YCTpaHSET OTMEUEHHBbIE HEIOCTATKH M IMOBTOPHO HAIpaBIIsIeT
Takue CcBeleHUss B (emepanbHBIA OpraH WCTHOJIHUTEIBHOW BIIACTH, YIOJHOMOYCHHBIH B 0OIacTu
obOecrieueHrss  OE30MAaCHOCTH  KPUTHYECKOW  HMH(pOpManMOHHON  HMHGPaAcTpyKTypsl  Poccuiickoi
denepanuu.

10. CsenmeHuss 00 OTCYTCTBUM  HEOOXOIUMOCTH  IPUCBOEHHUS  OOBEKTYy  KPUTHUECKOH
MHPOPMAIMOHHON WHQPPACTPYKTYPHl OJHOM W3 KaTeropuil 3HAYMMOCTH TIOCIHE€ HX IPOBEPKHU
HanpaBisIOTCAd  (peiepanbHbBIM  OpPraHOM HUCIOJIHUTENIBHOW BIIACTH, YIOJHOMOYEHHBIM B 00JacTu
obecriedeHrss  0€30MAaCHOCTH  KPUTUYECKOH  MHPOpMAaUMOHHOW  HMHMpacTpykTypbl  Poccuiickoit
denepanyy, B rocyJapCTBEHHYIO CUCTEMY OOHAPYKEHUS, IPEAYIPEXKACHUS U IMKBUJALMU [TOCIIEICTBUH
KOMITBIOTEPHBIX aTak Ha WH(POpPMAIMOHHBIE pecypchl Poccuiickoit depepannu, 0 4eM B IECSATHIHEBHBIN
CPOK YBEAOMIIIETCS] CYOBEKT KpUTHUECKOH MH(OpMAIIMOHHON HH(PPACTPYKTYPHI.

11. B cnyyae HempencTaBleHHS CYOBEKTOM KPHUTHYECKOH HH(POPMALMOHHOW HHEOPACTPYKTYPHI
CBEICHMI, YKa3aHHBIX B YaCTH 5 HACTOALICH cTaThH, (eAepanbHbI OpraH MCHOJHUTENBHON BIACTH,
VIIOJHOMOYCHHBI B obOnmacTm  oOecriedeHHss OC30MACHOCTH  KPUTHYCCKOW  WH(POPMAIMOHHON
unppactpyktypsl Poccuiickoit denepanuu, HampaBiseT B aJpec yKazaHHOro cyObekTa TpeOOBaHUE O
HEOO0XOMMOCTH COOITIOZICHUS TIOJI0KESHN HACTOAIICH CTAThU.

12. Kareropuss 3HauMMOCTH, K KOTOPOIl OTHECEH 3HAYMMbI OOBEKT KpPUTHUECKOU
MH(OPMALIMOHHOW HUHQPACTPYKTYphl, MOXET ObITh H3MEHEHa B MOPSAKE, NPEAYCMOTPEHHOM JUIf
KaTE€rOpUpOBaHUs, B CIECAYIOINX CIydasX:

1) No MOTHBUPOBaHHOMY pEIIEHUIO (eAepalbHOIO0 OpraHa MCIOJIHUTEIBbHOW  BJIACTH,
YIIOJIHOMOYEHHOT0 B oOnactu  oOecrieyeHHs  O€30MaCHOCTH  KPUTHYECKOM  MH(pOpMalMOHHON
uHppactpykTypsl Poccuiickoii ®enepanuu, NpUHATOMY MO pe3ysibTaTaM HpPOBEPKH, MPOBEICHHOW B
paMKax OCYIIECTBJIEHHUS FOCYJapCTBEHHOI'O KOHTPOJIS B 00JacT obecredyeHus: 6e301MacHOCTH 3HAaUUMBIX
00BEKTOB KPUTUUYECKOM NH(POPMALIMOHHON NH(PACTPYKTYPHI;

2) B ciyyae M3MEHEHHs 3HAaUUMOI'o 00bEKTa KPUTHYECKOH MH(OpMaMOHHONW MH(PPACTPYKTYpHI, B
pe3ylbTaTe KOTOPOro Takoi OOBEKT MepecTall COOTBETCTBOBATh KPUTEPHUSAM 3HAUMMOCTH U TOKa3aTessM
UX 3HaYeHUH, Ha OCHOBAHUHU KOTOPBIX eMy Obljia MPUCBOEHA ONpEIEICHHAs KaTeropHs 3HAUUMOCTH;

3) B cCBf3M C JMKBUAALMEW, peopraHuzanuell cyObekTa KpUTHYECKOM HH(OpMalMOHHON
UHOPACTPYKTYPHI U (WIM) U3MEHEHHEM €ro OpraHu3allMOHHO-TIPAaBOBOM (OPMBI, B Pe3yiIbTaTe KOTOPBIX
ObUTM U3MEHEHBI JIN0O yTpaueHbl MPU3HAKN CYObEKTa KpUTHUECKONH HH(POPMAIIMOHHON HHPPACTPYKTYPHI.

Ctatba 8. PeecTp 3Ha4yuMMbIX OOBLEKTOB KpuTU4eckom WHdOpMaLNOHHOU
MH(paCcTPyKTypbI

1. B memsx ydera 3HAYMMBIX OOBEKTOB KpPUTHYECKOW HH(DOPMAIMOHHON HHPPACTPYKTYPHI
(dbenepaibHBINA OpraH UCIIOTHUTEIBHON BJIACTH, YIIOJTHOMOYEHHBIN B 00J1acTH 0OecrieueHnst 0€30MacHOCTH
KpUTHYeCKOl WH(pOpMalMOHHON HMH(pacTpykTyphl Poccuiickoit @enepanum, BEIET peecTp 3HAUUMBIX
00BEKTOB KPUTHYECKOW MHPOPMAIIMOHHON HHPPACTPYKTYPHI B YCTAHOBIICHHOM WM TOpsiike. B maHHbBIH
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PEECTp BHOCATCS CIIEYIOIINE CBEACHUS:
1) HauMeHOBaHNE 3HAYUMOT0 00BEKTa KPUTHUECKON HH(POPMAIIHOHHOH HH(PACTPYKTYPHI;
2) HaMMEHOBaHUE CYOBEKTa KPUTHIECKON HH(POPMALIMOHHON HHPPACTPYKTYPHI;

3) cBedgeHHs O B3aUMOJCHCTBHUM 3HAYMMOIO OOBEKTa KpPUTHUYECKOW HHGOpMALMOHHON
UHPPACTPYKTYPHI U CETEH IIEKTPOCBA3H;

4) cBeneHUs O JHIE, HKCIUTYaTHPYIOIIEM 3HAYUMBIH OOBEKT KPUTHUECKOH HH(POPMALMOHHON
UHPPACTPYKTYPHI;

5) kareropus 3HAYMMOCTH, KOTOpas IPUCBOEHA 3HAYUMOMY OOBEKTY KPUTHYECKOH
MH(POPMALIMOHHON HHPPACTPYKTYPHI;

6) cBeZICHUS O IPOTPAMMHBIX M IPOTPaMMHO-AIIAPATHBIX CPEICTBAX, UCIIOIb3yEMbIX Ha 3HAYMMOM
00BEKTE KPUTUYECKON MH(POPMAITMOHHOW HHPPACTPYKTYPHI;

7) Mepbl, NpuUMeHsieMble s oOecrneyeHus Oe30lacHOCTH 3HAYMMOIo OOBEKTa KPUTUYECKOH
MH(POPMAIMOHHON HHPPACTPYKTYPHI.

2. CBezeHus U3 peecTpa 3HAYMMbIX OOBEKTOB KPUTHUECKOW MH(OPMAIMOHHONW MH(PACTPYKTYph
HaIpaBJIIOTCS B TOCYJApCTBEHHYIO CUCTEMY OOHapyXeHMs, MpeaylnpexaeHus U JIUKBUIALUU
MOCJIEe/ICTBUIM KOMIBIOTEPHBIX aTak Ha MH(GOopMalHoHHbIe pecypchl Poccuiickoit @enepanuu.

3. B ciyuyae yTparhl 3HaYUMBIM OOBEKTOM KPUTHUECKONW HH(POPMALMOHHOW HHQPaCTPyKTYpbI
KaTeropuu 3HAYUMOCTH OH HCKIIouaercs (QenepaJbHbIM OpraHOM HCHOJHHUTENIbHOM  BIIACTH,
YIOJHOMOYEHHbBIM B  o0mactu  obOecrieueHus: 0€30IaCHOCTHM  KPUTHUYECKOW  HHQPOPMAIMOHHOM
uHpacTpykTypsl Poccuiickoit ®exepaumu, u3 peecTpa 3HAUYUMBIX OOBEKTOB KPUTHUYECKOMH
MH(}OPMaLMOHHON UHPPACTPYKTYPHI.

Cratba 9. lpaBa M 06s13aHHOCTU CYOBLEKTOB KpUTUYECKOW WHMOPMaLUOHHOU
MHPACTPYKTYPbI

1. CyOBeKTsl KpUTHYECKOM HH(OPMAIIMOHHON HH(PACTPYKTYpPBl UMEIOT MPABO:

1) mony4ars oT ¢eaepanbHOrO0 OpraHa MCIOJHUTEIbHON BIJIACTH, YIOJIHOMOUYEHHOrO B 0O1acTu
obecriedeHnss  0€30MaCHOCTH  KPUTHYECKOH  HMHPOpMalnuMoHHOW  HHpacTpykTypsl  Poccuiickoii
Oenepanun, WHOOPMAIMIO, HEOOXOAUMYIO [JIsi OOECHedYeHHs O€30MaCHOCTH 3HAYMMBIX OOBEKTOB
KpUTHYECKOH HH(POPMAITMOHHOW HH(PPACTPYKTYphl, NPUHAAISKAIIUX UM Ha MHpaBe COOCTBEHHOCTH,
apeHJbl WIM MHOM 3aKOHHOM OCHOBaHHUM, B TOM uucie 00 yrposax Oe3omacHocTH oOpabaTbiBaeMOM
TaKUMH OOBEKTaMH HHPOPMALMU U YA3BUMOCTH IPOIPAMMHOI0 oOecredeHus, oO0OpyJOBaHUSA U
TEXHOJIOTHUH, HCIIOJIb3YEMBIX Ha TaKMX O0BEKTaX;

2) B TOpAIKE, YCTAaHOBJIEHHOM  (efepaJbHBIM  OpPraHOM  HCIOJHUTEIbHOM  BIJIACTH,
YIOJHOMOYEHHBIM B oOnactu oOecnedeHHus (QYHKIUOHUPOBAHMSI TOCYIAapCTBEHHOM  CUCTEMBI
OOHapyXXeHMs, TPEAYyNpeKICHUs W  JUKBUAALUN  TOCICICTBHM  KOMIBIOTEPHBIX  aTak Ha
nH(popManmoHHbIe pecypcebl Poccuiickoit denepannu, moyyarh OT YKa3aHHOTO OpraHa WH(POPMAIIHIO O
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CpeICTBaX W CIOCO0aX MPOBEICHHS KOMITBIOTEPHBIX aTakK, a TAKKE O METOJaX WX MPEAYIPEKIACHUS H
0OHapYyKECHHS;

3) mpu Hanuyuu coriacus (eaepasbHOrO OpraHa MCHOJHHUTENBHOM BIACTH, YIIOJIHOMOYEHHBIM B
obnactu obecrieyeHus: (PyHKIIMOHUPOBAHUS FOCYJapCTBEHHOM cUCTEMbl OOHAPYKEHUs, IPELyNPEKICHUS
U JIUKBUJALIMK TIOCIIEACTBUH KOMIBIOTEPHBIX aTak Ha HH(POpPMAIMOHHBIE pecypchl Poccuiickoi
@enepanuu, 3a CBOM cyeT NpPUOOpETaTh, apeHOBaTh, YCTAHABIMBATh M OOCIY)XXMBAaTh CPEJACTBA,
npeJHasHauYeHHbIE JUIsl OOHAPY)KEHUS, NMPENyNPEKICHUS W JIMKBUIAIMHA MOCIEICTBHI KOMIBIOTEPHBIX
aTaK ¥ pearnpoBaHMs HA KOMIIBIOTEPHBIEC UHIUICHTHI,

4) pa3pabarbiBaTh W OCYIIECTBIATH MEPONPHSITHS 1O OOECICUeHUI0 0e30MacHOCTH 3HAYMMOTO
00BEKTa KPUTHUECKON HHPOPMAITMOHHON HHPPACTPYKTYPHI.

2. CyOBeKTsl KpUTHYECKOH HH(OPMAITMOHHON HHPACTPYKTYPBI 00S3aHBI:

1) He3amennuTENbHO HMH(DOPMHUPOBATH O KOMIIBIOTEPHBIX HHIMIEHTaX (¢efepanbHblii Opra
WCIIOJIHUTEIIGHON ~ BJACTH, YIOJHOMOYCHHBIM B  oOmacth  obOecriedeHHs  (PYHKIIMOHUPOBAHUS
rOCy/IapCTBEHHOM  CHUCTEMBl ~ OOHApY)XEHUS, TNPEAYNPESKICHUS W  JUKBUIAUH  MOCIEACTBUIMA
KOMITBIOTEPHBIX aTak Ha WH(POpPMAIMOHHEBIE pecypchl Poccuiickoit deneparuu, a Takxke LleHTpanbHbIM
O6ank Poccuiickoit ®enepauuu (B ciaydae, eciIM CYOBEKT KPUTHYECKOHW HH(OPMAIMOHHON
HHQPACTPYKTYPBI OCYIICCTBIIICT ACSITEILHOCTh B OAaHKOBCKOH cdepe M B WHBIX chepax (puHAHCOBOTO
pPBIHKAa) B YCTAHOBJIICHHOM YKa3aHHBIM (elepalbHbIM OPraHOM HCIOJHUTEIBHOW BJacTU TMOpsaKe (B
O0aHKOBCKOM cepe n B MHBIX cepax (UHAHCOBOTO PHIHKA YKa3aHHBIA MOPSIOK YCTaHABIUBAETCS IO
cornacoBanuio ¢ LlenrpanbabiM 6ankoM Poccuiickoii @enepaiiun);

2) oka3blBaTh COAEUCTBUE JTOJKHOCTHBIM JIMLaM (peIepaJbHOrO OpraHa UCIOJIHUTEIbHON BIIACTH,
YIIOJIHOMOYEHHOIO0 B obnactu obOecneueHUs (YHKIMOHMPOBAHUS TOCYAAPCTBEHHOM CHCTEMBbI
OOHapyKeHMsI, MpenynpexAeHUs W JHUKBUAALMM  TOCIEACTBUM  KOMIIBIOTEPHBIX  aTak  Ha
uHpopMalnoHHbIe pecypcebl Poccuiickoit deneparum, B 0OHApYKEHUH, TPEAYIPEKICHUHN U TUKBUAALUN
MOCJIEACTBUM KOMIbIOTEPHBIX aTaK, YCTAHOBJIEHUU MPUYUH U YCIOBUN BO3HUKHOBEHHUS KOMIIBIOTEPHBIX
WHIUICHTOB;

3) B cilydyae YCTaHOBKM Ha OOBEKTaxX KpUTHYECKON MH(OpPMAMOHHOW MH(PACTPYKTYphI CPEICTB,
IpeJHa3sHAuYeHHbIX I OOHApyXEeHMs, NPEAYNpPEXIeHUS U JUKBUAALMUHN MOCIEACTBUN KOMITBIOTEPHBIX
aTaKk M pearupoBaHUsl Ha KOMIIBIOTEPHBIE WHIMAEHTHI, OOECHeunBaTh BBIOJIHEHUE TOPSJIKA,
TEXHUYECKUX YCIOBUH YCTAHOBKH U AKCIUTyaTallUM TaKMX CPEJCTB, UX COXPAHHOCTb.

3. CyObekTbl KpuTH4YecKoW WHGOPMAIMOHHON HMHQPACTPYKTYpbl, KOTOPHIM Ha IpaBe
COOCTBEHHOCTH, apeH/bl WM MHOM 3aKOHHOM OCHOBAaHMM TPHHAUIEKAT 3HAUYUMBIE OOBEKTHI
KpUTHYECKOH HMH(OpPMALMOHHOW MHQPACTPYKTyphl, HapsiAy C BbIIOJHEHUEM OOsS3aHHOCTEH,
MPEYCMOTPEHHBIX YaCThIO 2 HACTOSIIEH CTaThU, TAK)KE 00S3aHBI:

1) cobmomate TpeOoBaHUs MO oOecreueHnI0 O0e30MaCHOCTH 3HAYMMBIX OOBEKTOB KPHUTHUECKOU
MH(POPMALMOHHON MHPPACTPYKTYPhI, YCTAHOBJICHHBIE (pe/iepalbHbBIM OPraHOM HCIIOJHUTEIBHON BIACTH,
YVIOJHOMOYEHHBIM B  o0nactu  obOecrieyeHUs: 0€30MaCHOCTH  KPUTHUYECKOW  HHQPOPMAIMOHHOM
uHpacTpykTyphl Poccuiickoit deneparum;

2) BBINOJHATH MPEINUCAHUS JOJKHOCTHBIX JUI[ (peepaqbHOro opraHa MCHOJHUTENIBHOM BIACTH,
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VIIOJTHOMOYEHHOT0 B obnmactu  oOecrieueHHust 0€30MACHOCTH  KPUTHUYECKOH  HMH(OPMAIMOHHOMN
uHppactpykrypbl Poccuiickoit ®enepanuu, 00 yCTpaHEHMHM HApYIIEHWH B YacTH COONIOACHUS
TpeOoBaHMI 1O obOecneueHHIo Oe30MacHOCTH 3HAYMMOTO OOBEKTa KPUTHUECKOW HH(GOPMAIIMOHHON
MHQPACTPYKTYPHI, BbIIaHHbIE STUMU JIMLIAMU B COOTBETCTBUH CO CBOEH KOMIIETEHIIHEIH;

3) pearupoBaTh Ha KOMITBIOTEPHbIC HHIIUACHTHI B MOPSKE, YTBEPKASHHOM (hesiepaibHbIM OpraHOM
UCIIOJIHUTEJILHOM  BJIacTH, YIOJHOMOYEHHBIM B  obOjacTu  obecrieuyeHUs  (YHKIIMOHUPOBAHUS
TOCYJapCTBEHHON  CHCTEMBl  OOHApY>KEHHs, MPEIyNpeKACHUS W  JIMKBUIAIMH  TOCIEACTBUI
KOMITBIOTEPHBIX aTak Ha uH(pOpManuoHHbIe pecypchl Poccuiickoit ®dexepanuu, TpUHUMATh MEPhI MO
JUKBHUJIAIIUU TIOCIICJICTBHI KOMIBIOTEPHBIX aTaK, MPOBEICHHBIX B OTHOIICHWU 3HAYUMBIX OOBEKTOB
KpUTHYECKON NHPOPMAITMOHHON HHPPACTPYKTYPHI;

4) obecnieunBaTh OECHPENSATCTBEHHBIH JOCTYH JOJDKHOCTHBIM JIMIaM (penepanbHOro opraHa
UCIOJHUTEJIBHOW BIIACTH, YMOJHOMOYEHHOro B oOjacTu olecrneyeHus O€30MacHOCTH KPUTUYECKOU
nHpopManMOHHON HMHGpacTpyKTypsl Poccuiickoii ®enepanui, K 3HAYUMBIM O0BEKTaM KPHUTHYECKOM
MHGOPMALMOHHON MH(PACTPYKTYphl IPU peaau3alii STUMU JULIAMU HOJTHOMOYMM, MPEIyCMOTPEHHBIX
crathelt 13 Hacrosiero depepaabHOTO 3aKOHA.

Cratba 10. Cuctema 6Ge3onacHOCTM 3HAYMMOro OOBLEKTa KPUTUYECKOW
MH(pOPMaLMOHHON UH(PPACTPYKTYPbI

1. B nensax oOecrnieyeHuss 0€30HAaCHOCTH 3HAUYUMOIO OOBEKTa KPUTHUECKOW HH(DOPMALMOHHON
UHQPACTPYKTYphl CYOBEKT KPUTHUECKOH HMHPOPMALIMOHHOW HHEGPACTPyKTYyphl B COOTBETCTBUHU C
TpeOOBAHUSAMHU K CO3JAaHMIO CHUCTEM O€30MacHOCTHM TaKUX OOBEKTOB M 00ECHeueHHIo HX
(YHKIIMOHUPOBAHMS,  YTBEPXKICHHBIMU  (pelepaJbHbIM  OpPraHOM  HCIHOJHUTEIBHOM  BIIACTH,
YIIOJIHOMOYEHHBIM B  o0nacTh  obOecneueHUs: O€30MacHOCTH  KPUTHUYECKOW  MH(OpMAIMOHHON
uHppactpyktypsl Poccuiickoii ®denepauuu, co3mgaer cucteMy O€30MaCHOCTH Takoro OObeKTa H
obecrieunBaeT ee (HyHKIIMOHUPOBAHHUE.

2. OCHOBHBIMH 3aJa4aM{ CHUCTEMbl O€30MACHOCTH 3HAUYMMOIO OO0BEKTa KPUTUYECKOU
MH(POPMALMOHHON HH(PPACTPYKTYPHI SABISIOTCS:

1) mpemoTBpallleHHEe HEMpPaBOMEPHOro JocTyna K wuH(opManuu, oOpabaTbiBaeMOl 3HAYMMBIM
O0BEKTOM KpUTHYECKOW WH(MOPMALIMOHHOW MHGPACTPYKTYPHI, YHUUTOXKEHHsS TakoW WHPOpMAIuu, ee
MoANGUIIUPOBAHUS, OJTOKUPOBAHUS, KOMTUPOBAHMS, TPEIOCTABICHUS U PACIIPOCTPAHEHHUS, a TAK)KEe MHBIX
HEMPaBOMEPHBIX JIEHCTBUI B OTHOIIIEHUH TaKOW WH(OPMAIINK;

2) HeIOIyIICHNE BO3ICUCTBUS Ha TEXHUUECKHE CpeacTBa 00pabOTKKM MH(POpPMAINH, B pe3yibTaTe
KOTOPOrO MOXeT OBITh HapylmIeHO U (WJIM) HpeKpameHo (YHKIHMOHHUPOBAHHME 3HAYMMOIO OOBEKTa
KpUTHYECKON MH(POPMAITMOHHON HHPPACTPYKTYPHI;

3) BoccTaHOBiEHUE (YHKIMOHUPOBAHUS 3HAYUMOTO OOBEKTa KPUTHUECKOM HH(MOPMAIIMOHHON
MH(QPaACTPYKTYphl, 0OeCreunBaeMoro B TOM YHCJIE 3a CUET CO3JaHMs U XPAHEHUS PE3epPBHBIX KOMMM
HE00XO0AUMOM ISl 3TOTr0 WH(POPMAIIHH;

4) HempepbIBHOE B3aMMOJIEICTBHE C TOCYIapCTBEHHONW CUCTEMON OOHApYKEHUs, IPEeyNpexACHUS
W JIMKBUJAIIMHA TIOCIEACTBHM KOMITBIOTEPHBIX aTak Ha WHGOPMAIMOHHBIE pecypchl Poccuiickoii
denepanuu.
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Cratba 11. TpeGoBaHua no obGecne4vyeHMio 6Ge30MNaCHOCTM 3HAYUMMbIX OOBLEKTOB
KPUTUYECKON MH(POPMaALIMOHHON UH(PaACTPYKTYpPbI

1. TpeGoBanuss 1o oOecneueHHIO OE30MACHOCTH 3HAYMMBIX OOBEKTOB  KPUTHUECKOU
UHPOPMAIIMOHHOW HMH(PACTPYKTYPHI, yCTaHABIMBaeMble (elepanbHbIM OpPraHOM HCHOJTHUTEIIHHOM
BJIACTH, YIOJHOMOYEHHBIM B 0O01acTH oOecrieueHust 0e30MacHOCTH KPUTHYECKOH HH(OPMAIMOHHON
uHdpactpykTypsl Poccuiickoii ®Denepaunu, mudQepeHIUpyOTCs B 3aBUCUMOCTH OT KaTEropuH
3HAaYMMOCTH OOBEKTOB KPUTHUYECKOH HH(POPMAIMOHHOW HMHOPACTPYKTYpPHl U ITHMHU TPeOOBAHUAMHU
IpeayCMaTpUBAIOTCS:

1) nmianupoBaHue, pa3paboTKa, COBEPILIEHCTBOBAHUE U OCYILECTBICHHE BHEIPEHUSI MEPOIPUITHH
10 00ecneueHNI0 0e30ITaCHOCTH 3HAYUMBIX 00BEKTOB KPUTHUYECKOH HH(POPMAIIMOHHOW HH(PPACTPYKTYPBI;

2) mpUHATHAE OPTraHU3AIMOHHBIX M TEXHHYECKUX Mep Ul oOecriedeHus: 0€30MacHOCTH 3HAYMMBIX
00BEKTOB KPUTHYECKOH HH()OPMAIIMOHHON UHPPACTPYKTYPHI;

3) ycTaHOBJIEHHME IapaMETPOB M XapaKTEPUCTUK MPOrPaMMHBIX M IPOrpaMMHO-aIlapaTHbBIX
CPeACTB, NpPUMEHSEMbIX JUIsl oOOeclieyeHus O€30IaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHYECKOM
MH(POPMAIMOHHON HHPPACTPYKTYPHI.

2. T'ocynmapcTBeHHbIE OpPTraHbl U POCCUHCKHE IOPUAMYECKHE JIUIA, BBIIOJTHSONME (QYHKIUUA MO
pa3paboTke,  TPOBEACHUIO  WJIM  peaju3allMi  TOCYIapCTBEHHOW  TMOJUTUKM W (WIN)
HOPMAaTHBHO-TIPABOBOMY PETYJIMPOBAHUIO B YCTAHOBIIEHHOU c(epe AesATeNIbHOCTH, O COIJIaCOBAaHHIO C
(dbenepaibHBIM OpPraHOM HWCIIOJIHUTENIBHOW BJIACTH, YIOJTHOMOYEHHBIM B oOjactu oOecreueHus
0€30IacHOCTH KpUTHYECKOW HHGPOpPMAaLMOHHOM uHOpacTpykTypsl Poccuiickoit ®Penepanuu, MOTryT
YCTAHABIIMBATh JIONOJHUTENbHbIE TpeOOBaHMS MO OOECHeUeHHI0 O€30MaCHOCTH 3HAYMMBIX OOBEKTOB
KPUTHYECKOH HH(POPMAIIMOHHON HHQPPACTPYKTYphl, COAepKaliie OCOOEHHOCTH (YHKIIMOHHUPOBAHUS
TakMX 0OOBEKTOB B YCTAaHOBJIEHHOM cepe esTenbHOCTH.

CraTtbsa 12. OueHka 6e3onacHocTun KPUTNYECKOWN MHcopMaLMOHHOMN
MHPACTPYKTYPbI

1. Onenka 06e30macHOCTH KpUTHUYECKOW HHGOPMALMOHHON HH(PACTPYKTYphl OCYIIECTBISIETCS
(dbenepalbHBIM OpPraHOM HWCITOJTHUTEJIBHOW BJIACTH, YIOJTHOMOYEHHBIM B 00JacTH oOecredeHus
(YHKIIMOHMPOBAHUSI TOCYIAapCTBEHHOW CHCTEMBbl OOHApYXXEHMs, NPEAYHNPEXKIECHUS U JHMKBHIALNH
MOCJIEACTBUI KOMIBIOTEPHBIX aTak Ha MH(pOpMalMoHHbIE pecypchl Poccuiickoit @enepanuu, B LEIAX
MIPOTHO3UPOBAHMS BO3HUKHOBEHHSI BO3MOXHBIX Yrpo3 0€30MacHOCTH KPUTHYECKOW HH(MOpMAIMOHHON
MH(QPACTPYKTYphl M BBIPAOOTKH MEp IO TMOBBIMIEHUIO YCTOWYMBOCTH €€ (YHKIUMOHHPOBAHHS MPU
IIPOBEJICHUH B OTHOILIEHUH €€ KOMIIBIOTEPHBIX aTakK.

2. [Ipu ocyuiecTBIEHUH OIEHKU 0OE30MaCHOCTH KpUTHYECKOW MH(OPMALMOHHOW UH(PACTPYKTYpPHI
IIPOBOAMTCS aHAJIM3!

1) nmaHHBIX, MOJy4aeMbIX IPU MCIOJIB30BAHUU CPEJACTB, MPEIAHA3HAUYEHHBIX [UIsi OOHApYKEHHUS,
MPEAYNPERACHNS U TUKBUAALMY TIOCIEICTBUN KOMIIBIOTEPHBIX aTaK U pEarupoOBaHUs HA KOMIIBIOTEPHbIE
UHIUJEHTB, B TOM 4ucle HMHGOpMAIMM O HAIMYUM B CETAX DJIEKTPOCBS3U, HUCIOJIb3YEMBbIX IS
OpraHu3alK B3aUMOJCHCTBUS 0OBEKTOB KPUTUUECKON MH(POPMALIMOHHON HHPPACTPYKTYPHI, IPU3HAKOB
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KOMIIBIOTCPHBIX aTaK;

2) undopManuu, npeAcTaBiIsieMoil CyObeKTaMu KPUTHUECKON MHPOPMAIIMOHHOW HHPPACTPYKTYPhI
u (emepanbHBIM OPraHOM UCIOJHUTEIBHON BIACTH, YIIOJHOMOYEHHBIM B 00JacTH oOecredeHus
0€30IacCHOCTH  KpUTHYECKOW wuHpopMarmoHHod uH(pacTpykTypbl Poccuiickori ®eneparuu, B
COOTBETCTBUHM C TiepeyHeM HH(OpMaMu W B MOPSIAKE, ONpeaeisseMbiMH (eaepaabHbIM OpPraHOM
UCIIOJIHUTEJIBHOM  BJIACTH, YINOJHOMOYEHHBIM B  oOjacT  oOecrneueHus: (YyHKIIMOHUPOBAHUS
rOCYy/IapCTBEHHOW  CHUCTEMBI ~ OOHAPYKCHHS, TNPEAYNPESKICHUS W  JUKBHIAIUK  TOCIEIACTBHIA
KOMITBIOTEPHBIX aTak Ha HH(popMalMoHHble pecypchl Poccuiickoit @enepanuu, a Takke WHBIMU HE
SBIISIOIIAMUCSA ~ CyOBEKTaMU  KPUTHYECKOH WH(GOPMAIMOHHONW WHQPPACTPYKTYPHI ~OpraHamMu U
OpraHu3alysIMH, B TOM YHCJIE HHOCTPAHHBIMU U MEKTyHAPOIHBIMH;

3) cBeneHMH, MPEACTABISEMBIX B TOCYJApCTBEHHYIO CUCTEMY OOHApYXEHHUS, MPEAYNPEKICHUS U
JMKBHJIAIINY TTOCIIEICTBUH KOMIIBIOTEPHBIX aTak Ha MH(opManoHHbIe pecypcsl Poccuiickoit @enepannu
[0 UTOTaM TPOBEICHUS TOCYJaPCTBEHHOTO KOHTPOJIsi B 00J1acTH o0OecrieueHrs 0€30MacHOCTH 3HAYUMBIX
OOBEKTOB KPUTHYECKOW WH(POPMAIMOHHOW WH(PACTPYKTYphl, O HapyUIEHUH TpeOOBaHHW IO
o0ecriedeHnto Oe30MaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUECKOW WH(POPMAMOHHON HHPPACTPYKTYPHI, B
pe3ysbTaTe KOTOPOTro CO3/1aI0TCS MPEANOCHUIKH BOZHUKHOBEHUS! KOMIIBIOTEPHBIX WHIIU/CHTOB;

4) wuHOW wHOpPManUK, TmOITydaeMod (eaepanbHBIM OpPraHOM HCHOJHHUTEIBHON  BJIACTH,
YIIOJIHOMOYEHHBIM B  o0OylacTM  o0OecriedeHuss (PYHKIHMOHUPOBAHHMS TOCYAApPCTBEHHOW  CHUCTEMBbI
OOHapyXXEeHHs, TPEAYNPeKICHUs W  JUKBUAALWW  IOCIEACTBUH  KOMIBIOTEPHBIX  aTak Ha
uHpopmanMoHHble pecypchl Poccuiickoit ®enepanuu, B COOTBETCTBUHM C 3aKOHOJATEIHCTBOM
Poccuiickoit ®enepanuu.

3. Jna peanu3anuu MOJOKEHHWH, NPEIyCMOTPEHHBIX dYacTsAMU | W 2 HacTosimed craThH,
dbenepaibHBIA  OpraH  WCIOJHUTEIBHOM  BJIACTH, YIOJIHOMOYEHHBIM B 00JacTu oOecredeHus
(YHKIIMOHMPOBAHUS TOCYIAapCTBEHHOW CHCTEMbl OOHAapy>KeHMs, NpPEIyNpeKACHUs U JUKBUAALUU
MOCJIEACTBUI KOMIBIOTEPHBIX aTak Ha MHPOpMaIMOHHbIE pecypchl Poccuiickoit denepanyiu, opraHu3yer
YCTAHOBKY B CETSAX DJEKTPOCBS3M, MCIOJIb3YeMbIX JUIs OpraHu3alMyd B3auMMOJAEHCTBHS OOBEKTOB
KpUTHYECKON MH(OPMallMOHHON MHPPACTPYKTYPHI, CPEACTB, MPEAHA3HAYEHHBIX Ul MOMCKA PU3HAKOB
KOMIIBIOTEPHBIX aTaK B TAKUX CETAX DJIEKTPOCBS3H.

4. B wmemsax pa3pabOTKM Mep 1O COBEpPUIEHCTBOBAHMIO 0O€30MaCHOCTH  KPUTHYECKOM
uH(pOPMAMOHHON HHDPACTPYKTYpH! (hefepalibHbIA OpraH UCHIOIHUTEIBHOW BIACTH, YIIOJTHOMOUYEHHBIN B
o0nactu obecrieueHus: GyHKIIMOHUPOBAHUS TOCYJAPCTBEHHON CUCTEMbl OOHAPYXEHUS, TPEIYPEKICHUS
U JIMKBUJALIMU TIOCJIEACTBUH KOMIIBIOTEPHBIX aTaKk Ha HWH(QOpPMAaLMOHHBIE pecypchl Poccuiickoit
®denepanun, HAMIpaBIseT B GeAepaabHbIil OPTaH UCIIOTHUTEIBHONW BIACTH, YIIOJHOMOYCHHBIM B 00JaCTH
obecriedeHuss  0€30MaCHOCTH  KPUTHYECKOM  HMHQPOpMaLMOHHOW  HHpacTpykTypsl  Poccuiickoii
denepanun, pe3ynbTaThl OCYIISCTBICHUS OICHKH O€30MaCHOCTH KPUTHYECKON HWH(POPMAIIMOHHON

UHPPACTPYKTYPHI.

Cratba 13. NocynapcTBeHHbIM KOHTPOsib B obnactu obecne4vyeHus 6e3onacHOCTU
3HAYMMbIX 06 BHLEKTOB KPUTUYECKON MHPOPMALIMOHHON UH(PPACTPYKTYpPbI

1. TocymapcTBEHHBIN KOHTPOJIb B 00JacTH oOOecTedeHus Oe30MacHOCTH 3HAYUMBIX OOBEKTOB
KpUTHYECKOW WH(POPMAIMOHHON WHPPACTPYKTYPHl TPOBOAUTCS B IEJISIX MPOBEPKU COOIOJACHUS
CyOBeKTaMH KPUTHYECKOH WH(OPMAIMOHHOW HHGPACTPYKTYPhI, KOTOPHIM Ha TpaBe COOCTBEHHOCTH,
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apeHJbl WIM HWHOM 3aKOHHOM OCHOBAaHUHM TMPUHAMICHKAT 3HAYUMBICE OOBEKTHI KPUTHYECCKON
nH(pOpMaLMOHHONW UH(PPACTPYKTYphI, TpeOOBAHUI, YCTAHOBIEHHBIX HacTosUM DenepaibHbIM 3aKOHOM
U TPUHATBIMA B COOTBETCTBMM C HHMM HOPMATUBHBIMM TIPABOBBIMH aKTaMH. Y Ka3aHHBIN
rOCy/IapCTBEHHBIH ~ KOHTPOJIb  MPOBOJUTCS  MyTeM  OCYLIECTBICHUS  (pelepaabHbIM  OpraHoOM
WCIIOJIHUTEIBHON BIIACTH, YIMOJHOMOYEHHBIM B oOnacTu oOecrmedeHuss Oe30MacHOCTH KPUTUYECKOM
uHpopmanoHHON HHGPacTpyKTypbl Poccuiickoit denepannu, MIaHOBBIX WM BHEIIJIAHOBBIX MPOBEPOK.

2. OCHOBaHHMEM JJIs1 OCYILIECTBIICHHUS IJIAHOBOM MIPOBEPKH SIBJSIETCS UCTEUCHUE TPEX JIET CO JAHS:

1) BHeceHUs1 CBeCHH 00 OOBEKTE KPUTUUYECKOW MH(POPMAIMOHHONH HWHMPACTPYKTYpPHI B PEECTP
3HAYUMBIX O0BEKTOB KPUTUUICCKOW MH(DOPMAIIMOHHONW HH(PPACTPYKTYPHI;

2) OKOHYaHUS OCYIIECTBJICHHUS TOCJICIHEH TNIAHOBOM MPOBEPKH B OTHOLICHUH 3HAYUMOTO OOBEKTa
KpUTHIECKON HHPOPMAITMOHHON HHPPACTPYKTYPHI.

3. OcHoBaHHEM AJIs1 OCYHICCTBIICHU BHEILIAHOBOH IIPOBCPKU ABJIACTCA:

1) ucreyeHne cpoka BBHITIOTHEHHUS CYOBEKTOM KPUTHUECKOW MH(POPMALMOHHOW HHPPACTPYKTYPHI
BBIJAHHOTO  (helepalbHBIM  OpPTaHOM  HCIIOJHHUTEIFHOM BJIACTH, YHNOJHOMOYEHHBIM B  00JacTH
obecriedeHrsi  0€30MaCHOCTH  KPUTUYECKOH  HMH(POpMaMOHHOW  uHGpacTpykTypsl  Poccuiickoii
denepanun, npeanucaHus o0 yCTPAaHEHUH BBIIBICHHOTO HapylIEHUS TpPeOOBaHMW MO OOECHEYeHHIO
0€30MaCHOCTH 3HAYMMBIX 00BEKTOB KPUTUIECKOH HH(OPMAITMOHHON HHPACTPYKTYPHI;

2) BO3HUKHOBEHHE KOMIIBIOTEPHOTO MHIUACHTA, IOBJIEKIIEr0 HETaTUBHBIE IOCIEACTBUS, Ha
3HAYUMOM OOBEKTE KPUTHUECKON MH(POPMAIIMOHHON HHPPACTPYKTYPHI;

3) npuka3 (pacmnopspkeHHe) pPYKOBOAMTENsS (QellepalbHOI0 OpraHa HCHOJIHUTENbHOM BIIACTH,
YIOJHOMOYEHHOTO B  o0nactu  oOecriedeHHs O€30MacHOCTH  KPUTHYECKOM  HHQPOPMAIMOHHOM
uHppacTpykTypsl Poccuiickoit ®eneparuu, W3NaHHBIA B COOTBETCTBUU ¢ mopydeHuem I[Ipesmpenra
Poccuiickoit @enepanuu niu [IpaButensctBa Poccuiickoit denepanuu 1100 Ha OCHOBaHUM TPeOOBaHMS
IPOKypopa 00 OCYIIECTBICHUH BHETIJIAHOBOW MPOBEPKH B paMKax MPOBEICHHs Ha30pa 3a UCIIOJIHEHUEM
3aKOHOB IO MTOCTYIUBIIMM B OpraHbl IPOKYpaTypbl MaTepuaiaM U oOpalieHusIM.

4. Tlo uToraM TUTAHOBOM WIIM BHEIUIAHOBOUM MPOBEPKH (eAepalbHbIM OPraHOM HCIIOJHUTEIHHON
BJIACTH, YIIOJITHOMOUYEHHBIM B O0JIaCTH OOecTedeHus Oe30MacHOCTH KPUTHYCCKOH HH(OPMAIIMOHHOM
unppactpykTypsl Poccuiickoit denepanuu, cocTaBiasSeTCsl aKT MPOBEPKU MO YTBEPKACHHON yKa3aHHBIM
opraHom ¢opme.

5. Ha ocHOBaHMM akTa NpPOBEPKM B Cllyyae BBIABICHHMS HapyLIeHHs TpeOOBaHMN HACTOSIIETO
@denepaibHOTO 3aKOHAa W MPUHATHIX B COOTBETCTBUM C HUM HOPMATHUBHBIX IPABOBBIX aKTOB IO
obecrieyeHno 0e30MaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUECKOW HH(POPMAIMOHHOW HH(PPACTPYKTYPHI
(dbenepabHBIN OpraH UCIIOJIHUTEIILHON BJIACTH, YIIOJTHOMOYEHHBIN B 007acTH 0OectiedeHnst 6€30MacHOCTH
KpuUTHYecKol HH(pOpMaMoHHONH HH(ppacTpykTypsl Poccuiickoit ®enepauuu, BbIIAET CYOBEKTY
KpUTHYECKOH HHPOPMAIIMOHHON WHQPACTPYKTypbl MpeAnucaHue o0 YCTpPAaHEHUH BbISBICHHOTO
HapyLIEHUs ¢ yKa3aHUEM CPOKOB €TI0 YCTPaHEHUS.

Cratba 14. OTBeTCTBEHHOCTb 3a HapyweHue TpeboBaHUM HacTosILLEro
®denepanbHOro 3akoHa M MPUHATBIX B COOTBETCTBUM C HUM WHbIX HOPMaTUBHbIX

KOHchILTaHTHJIIOc www.consultant.ru Crpanuna 16 u3z 17

HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

®denepanbHbil 3akoH 0T 26.07.2017 N 187-D3 it K N
"O 6€30I1aCHOCTH KPUTHIECKOH HHPOPMALOHHON HHpacTpyKTypbl Poccuiickoit OKYMCHT IPENOCTABICH ROHCYIBTaHTL LIIOC
Deneparun” Jlara coxpanenus: 01.03.2019

npaBoOBbLIX AKTOB

Hapymenne tpeboBanuii Hactosiero denepaibHOro 3aKk0Ha M MPUHATHIX B COOTBETCTBUU C HUM
MHBIX HOPMATHBHBIX TPABOBBIX AaKTOB BJIEYET 3a COOOMl OTBETCTBEHHOCTh B COOTBETCTBUU C

3aKoHoarenscTBOM Poccutickon denepanuu.
CraTtba 15. BctynneHue B cuny HacTtosiwero PeagepanbHOro 3akoHa

Hacrosiuuit @enepanbHblii 3aK0H BCTymaeT B cuiy ¢ 1 ssuBapst 2018 roaa.

[Ipe3uneHt
Poccuiickoit @enepanuu
B.ITYTUH
Mocksa, Kpemib
26 nronst 2017 roga
N 187-®3
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